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Chapter 3: S-boxes

x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
y 14 4 11 2 3 8 0 9 1 10 7 15 6 12 5 13

t0 = x0 ∨ x1

t1 = t0 ⊕ x3

y0 = ¬t1
t3 = x2 ∨ y0

y2 = t3 ⊕ x1

t5 = x1 ∨ x2

t6 = t5 ⊕ x0

t7 = t1 ∧ t6

y3 = x2 ⊕ t7

y1 = ¬t6

4/13



Chapter 3: S-boxes

x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
y 14 4 11 2 3 8 0 9 1 10 7 15 6 12 5 13

t0 = x0 ∨ x1

t1 = t0 ⊕ x3

y0 = ¬t1
t3 = x2 ∨ y0

y2 = t3 ⊕ x1

t5 = x1 ∨ x2

t6 = t5 ⊕ x0

t7 = t1 ∧ t6

y3 = x2 ⊕ t7

y1 = ¬t6

4/13



Chapter 4: MDS Matrices
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Chapter 5: Column-Parity Mixers
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Chapter 6: ARM Cortex-M
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Chapter 7: RISC-V
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Chapter 8: Vectorization
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Chapter 8: Vectorization
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Chapter 9: Reusing Randomness

13/13


